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electronic, photographic or mechanical, except as expressed in the Software License Agreement.
IONODES shall not be liable for technical or editorial errors or omissions contained herein. The
information in this document is subject to change without notice.

The information in this publication is provided “as is” without warranty of any kind. The entire risk arising
out of the use of this information remains with the recipient. In no event shall IONODES be liable for any
direct, consequential, incidental, special, punitive, or other damages whatsoever (including without
limitation, damages for loss of business profits, business interruption or loss of business information),
even if IONODES has been advised of the possibility of such damages and whether in an action or
contract or tort, including negligence.

This software and documentation are copyrighted. All other rights, including ownership of the software,
are reserved to IONODES Inc. Windows is a registered trademark of Microsoft Corporation. All other

brand and product names are trademarks or registered trademarks of the respective owners.

The following words and symbols mark special messages throughout this guide:
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1 Introduction

The IONConfigTool, also referred to as ICT, was developed to properly discover and configure IONODES
devices on customer networks during initial installation, for day-to-day maintenance or for support
purposes.

This user manual covers essential functions to get IONODES devices up and running in the most simple
and efficient manner. By default, the ICT will scan a network using the multicast Bonjour protocol. If your
network does not support or filters out multicast/Bonjour discovery, a unicast discovery method is also
available and is explained in section 5.

2 The maininterface

[8) ioNODES o.gmmnxoa - 0 X
[ < e - @
Davics Discoaly. & = Dcoiry | & Metworks | 4, 10.190.0.41 (Local Area Conmection) v Tools 3
- &
& Soarch MAC Address Seal Nusber 1P Address Type Version 8L Video Aoso 0o Seral Port
CaEm P 022009073 T2031624820000 101500107 ATOMAS-MINI §1104 o hR1040 W2082 h20s1 1
<P 0022CBFF 1085 THON7II000001 101500174  ATOMASMCROCNCT 0123 ne hl Ow0 0 Oe0 00 OeD 1
P HCEIN4ELED RXONTIIO0R 1015002 ONR200 6105 na  hmOOL2 hOOLO0 hd OeOd 0
P 1022CB005307 THO3BIS000008 101300232 ATOMAS-DUAL 0123 na  W2040 h2042 2 Oxl 1
P 0022C800914E T20382TI00000 1019010010 ATOMAS-MINI s1108 6 Pl OL0 h2082 W2 O0g! 1
P (022CB 009326 THONE3S000001  10.190.100.41 ATOMASOUAL 5942 6 n2040 h2042 020! 1
P 0022CB 0063 2F TIOING3IT000002 1019010012  ATOMASMCROCNCT 5942 6 h10£0 hOOX0 b0 00 1
P 002CB002854 THONSI26100002 1019010013  ATOMASMCROCNCT 59425 6 W1040 +h0OL0 h0Os0d 1
| |P0os0SEFBIEAZ CHEOIIT24T0M001 101501003 CRATH10000 €201 o ROOLO hOOLO b0 Og0 0
VOG?)CBOO %C4 R100-3142-5300-0001 10.190.100.80 ONRI100 4545 n‘a O Ou1 nt Oue n2 Oul 1
i |@P00r 2B RA00-315032000002  10.190.100.41 ON-RI0S 6103 0 hOOL] +h0OL0 b0 Oeod 0
PUCENIABIE  RXOIL2SAI00001 1019010042 JONR200 6106 0 hOOL2 hO0OLd 10 Oeod 0
P 0022CB 007286 ENO71320600024  10.190.100.43 ION-ET00HD 3840 na R1IOL0 W1 OLl kN2 Ol 1
P 0022C8007788 ELO0T202000004 1019010044 JONESOET 3835 na REOL0 W10k1 ki Ol 1
PO2CB04EIC  ENOTINSSOMECC 10.190.100.45 ONE100 31835 na  hR1I0L0 Wl OL! k2 Ol 1
POOOTIZEABAII  CWOOINSISEI00001 101501005 HVRS 7000 n  WOOLO hOOL0 ;0 OD 0
954 CEITARF20S CI00MI1ITI0N0T 1019010072 CRABHI0N 5205 na  hmOOL0 +0OL0 b0 Os0 0
P 000732306378 RAO0-317316000001 10190190100 ONRI0S €105 na  hOOLT hOOLO b OeD 0
PFLDWEEEIED  RWONEZNGO00D 10190190202 ONRZ00 6106 ne  MOOL2 OO0 O Owd 0
-

1. The Admin menu - used to input device credentials or use unicast network device discovery

2. Network interface selection - used to select which network interface to scan (i.e., cabled vs Wi-Fi
networks)

3. Device listing - all IONODES devices discovered on the previously-selected network
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3 The Admin menu

E IOMODES - Configuration Tool

Help -

Device D'ffl:wery €

Discovery

AN

MAC Addres

Click on the drop-down arrow to display menu selections

3.1 Unicast Discovery

E IOMODES - Configuration Tool

Admin -| Help -

| Unicast Discovery
%— Wer

Credentials

English = kddre
T SEErCT O
HE T U | | |m

By default, the ICT uses multicast network discovery using the Bonjour protocol, as demonstrated in this
part of the user guide. For Unicast discovery procedure, please refer to section 5 of this user guide.

3.2 Credentials
E IONODES - Configuration Tool

Admin - Help -

Unicast Discovery Lna _
| Credentials . | g | i
] b

English =
& : | | dddress

Selecting credentials will open the following window allowing you to enter the device credentials if different
than the default admin/admin.
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BE Master Credentials
Usemame: Iadmin o |
Password: l """" |
Authentication
O Basic @® Digest [ Secured
Cancel OK

1. Enter the device's credentials if you have previously changed from the default admin/admin.
2. Click OK to save and close this window and return to the ICT

4 Device Discovery & Management Using Bonjour Protocol

4.1 Discovery list

To make things easier when discovering multiple devices on a given network, we suggest clicking on the
IP Address column heading to sort multiple devices in ascending or descending order.

[E) 1oMOCEs - Cenfigusstion el

Aderwn » Help -
Device Discovery ¢
bbb Hd Discovery | () Networks 5, 1047525/ $0.115.47.25 / 10.190.0.231 (Ethe Tooks & & () A %
. * -
x NAC Address Seral Yarrter 1P Aodress % Type Nerseor BL Video Audo (] Se
L o, kel P 002C800073 T210318245200001 —spaioagiitd  AToMASMAG 51104 5 R10L0 h2022 w20

P ORCBFFI0SS THENT333000000 01900178 ATOMASMCROONCT 01223 3 nt 0wl ho Ozl no Ous

support@ionodes.com | www.ionodes.com | 450-696-1060



[[¢JNODES ;

B2 1000088 Carfigutior Tow - o -
A = Melp -
Davies Dlvovry ;. &) o Setworks | A, 1047525 / 10.115.47.25 / 30.190.0.231 (Ethe Tooks | A
FEE" -
& s Sewitemter P Addes Tyee Verson  BL Vo Ade o Sens Post
‘-u’ 7 @ Tannnsnxe | 10106107 ATOMAS A sN04 e WIOLE W20e2 w2 0w) 1
@ TISNTIINGN0 | 10190017 SATOMASNEROLNST 0123 ne h1OLE ROOLO hO 0D 1
@ A0 | 101002 ONA20 €105 w2 WOOL2 MmOOLD hOOWD 0
<@ TS0 | 101 ATOMAS DUAL 0123w w2080 w2042 m2O0s) 1
@ TSI 200001 ATOMAS Mt 5104 ¢ R1OLE nm20£2 h2O0ut 1
@ TIN50 | 11901001 ATOMASOUML 53422 6 W2020 W2042 h2 0w 1
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i 04 ANGINISX00000 | 1219010080 ONAI0 4545 na ROOLY W1GL)  m2Oud 1
e ROINN0I000000 | 9215010041 JONRIN0S €103 0 ROOLT nOOL0  hdOud 0
@ AN0INRE0N0 | 215010042 10HR200 6106 [ WOOL2Z WmOOL0 wOOLD 0
4 EXNOTI46000004 | 10190 1004) ONEIGHO 3540 R1Od WIOE? 20wl 1
@ ESONTIX000 | 9219010044 ONELOET 1233 aa REOLE m1OL!  héOut 1
@ E100710950040C | 32130 10045 ONENO 1835 a8 WIOL0 MWIOL! 2 Oud 1
4 CWI0I19188100001 xomms‘ MRy 7000 we nOOLE mOOLO mO OO 0
®x CRO3SLIT0N0 | 13010072 CRADHI000 $205 an ROOL0 hmOOL0 hOOLD 0
@ RE03ITI1000001 | 10150190100 ONRI0S §105  ma KOOLY MmOOL0 hdOwd 0
@ BNCNREN0000 | 10190 10 202 ONE0 186 na nOOL? nOOL0  hd 0D )

1. Agreen checkmark indicates the unit is online. A red X indicates that the unit has fallen offline
since initial discovery list was created.

Note: 2- IP addresses listed in blue are DHCP-assigned

3- IP addresses listed in black are static-configured IPs

A left click of the mouse on the MAC Address of a given device will open a context menu with multiple
choices. In this section, we'll see what the most often used ones do.

I0NOCES - Cenfigutation el

Adens ~ Help ~
Device Discovery «
Oe v &G Metworks | 4, 0.47.525 7 10.115.47.25 / 10.190.0231 (fth +
-
a MAC Addrass Sensl Number P Address Tyoe Versitr
% lecal P N2ZCBNNT T2IO3NE4200001 01500107 ATOMAS-MINI 5110,
PO2CHEF08S T3 7333000001 W07 ATOMASMCROONCT 0122
PHENUUE RIOO-3173- 40100002 1055002 ONRZO §10)
P 022080091 48 T2 N20000 10 13010019 ATOMAS N sno
L02C800526 T300-3123.5300:0001 10150100 11 ATOMASOUAL $542
L NRCH0NF T180-3563-3700-0002 1015010012  ATOMASMCROINCT 53542
P02CB00EIS TI1803080-24100002 1015010013  ATOMASMICROONCT 5542
PLECOCEFBIEA2 CHED21724520.0001 1501003 CRATHI0000 S201
L W0RCBONCA R100-3342-5000-0001 10.150 100 &0 ONRI00 4544
Q ONRI0S 6103
RO A0 Q2 ONR20 6.10¢
i L0200 T2 Assign IP Addressies) & ONEI0GHD 1948
i [P02208007738] & Fimware Update “ ONE0DET 3333
: jPo02C8004E0C & ONENO 3834
i |P00072264841) LE]  Mentiy Device S HVR-S 7008
P W007RVEITE| L Configuration Web Page e ONRYOS 6108
P L0 BLEIED 200 ONR200 6106
a8 Festent Device(s) »
[ Expea Configuration
‘D impeat Configuration
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4.1.1 Assign IP Address

1220800 72 4. Assign 1P Addressies)
Y22CB00771 §  Fumware Update

122CB004E] _
107326484] 2 'dentify Device

)0732306316' Configuration Web Page
140306669“' Restart Devicels) T
[[3 Export Configuration

[[} mport Configuration

J7I248316C  RAOINDIN0WNR 10190 K

This will open the IP assignment window

IP Address Assignment a e

Stat Address: || EE . 168 . 0 . 1 s |
SubnetMask: [ 255 . 255 . 0 . 0 | | o |
Gateway : [ o . 0 . 0 . O 1

Status

N

1. Manually assign IP information
2. Click Start button to apply and close the window

4.1.2 Firmware upgrade

AECT A | D AR LUk T
Ban 3180 Bl Al af 1&\_'":‘

0728 |5 Assige P Addeeis(es) hoa
007788 | Ferrrware Update I hog
D0LEDD | hoa
capu 1y ] Mentdy Device 10
IDEXTE | &  Configustion Web Page E
BEERED

w@ Restart Device(s) [

¥ Export Configumation

[ impon Configunatesn
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Fimware File: [ [C:\Users\philippe sauve\Desktop\FW zips\r200 6106\ion +200series.6.1.0.64ulliof g | | | selectFie.. ||
Serial Number / MAC Address IP Address Version  Status e o [ Start
94.C6:91:1A9B:1E 10.190.10042 6106 e

Close

Click to select firmware file through Windows Explorer

Select the firmware file path

Confirm proper device information and current firmware version

Click start to install the new firmware followed by possible reboot, device dependant

AN =

4.1.3 Identify Device

91:3C R400-3180-3200-0002 10.190.100.
RANM-AIA2H4100001 10190 100
T286 4 Assign IP Address(es) 100
TT8 | & Firmware Update 100.
4EOC 100
Ba13|) IdentfyDevice |\ {100
6378 & Configuration Web Page 901
69.E0 90.2

% # Restart Device(s) »

[ Export Configuration

[} import Configuration

On all IONODES encoder and decoder products, this will make their status LED flash for you to physically
identify them. See their respective user manual for details on the LED behavior.
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4.1.4 Configuration Web Page

Rnsng2san0000 101901
00726 9  Assign IP Address(es) 1
00-77€ &  Firmware Update 1
DO:4EL 1
3ABA:1 ] Identify Device -
SAF2 qx Configuration Web Page 1
30633 1!
E669E w» Restart Device(s) » DV

[} Export Configuration
[} Import Configuration

This will open the configuration web page using your computer’s default web browser.

Warning: Older IONODES devices require Microsoft Silverlight and must be opened using Microsoft
Internet Explorer or Microsoft Edge in Internet Explorer mode.

4.1.5 Restart Device

3.91.8C R400-3180-3200-0002 10.190.1004

HAMA NS A48 JAA 14389 ‘w‘
0:72:88 ‘ﬁv Assigt\ P Address(ez) 11004
07784 &  Firmware Update 1004
04£0C : : 1004
aga1] 2]  Identify Device b 100
AF203 A Configuration Web Page 1003
2:63:785 - 190.1
cegpclts  Restart Device(s) 1902
i Export Configuration
| Import Configuration

As indicated, this will send a signal to the device to restart.

4.1.6 Export Configuration

FOU T4 HIDI18Z-530000017 TN
*4891.8C R400-3180-3200-0002 10.190.10¢

T ]
ﬁ: Assign P Address(es) 100
100778 & Firmware Update 100

480 A

;ga‘:g »| ldentfy Device ‘Go
AAF20 A Configuration Web Page 0.10¢
+30:63:7 . D.150
)“méll Restart Device(s) e

1 Export Configuration
| Import Configuration

This will open the Export Configuration window.
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T ~ITN-.P|: ¢ Lecl Dk [C3) + lenCenfiglosl » Exported Fim Io w & Sesrch Exposted File 8

| Organize = v lipkigy LA
s I'|F" 3 ?‘?:" frcddand -. =3 i‘-"'
i Ok poosia
5| Documends &
& Dowrnioady o
= Prmuei o+
53-8 Mion
yen—
ML Lak
L - ROty

s DetDivee - DONCH
B Thapl

¥ Metwork
- Wpaey g RO TTT

Fibe names|| 10,130, b00,42 BON-B200_8_B_H119 2+158.34 P |°-
Sarve st type XML Fes " ami)

e o] -

1. The ICT will automatically save the configuration file within its own folder structure
2. Name of configuration file is automatically generated based on IP, device and date & time
3. Save to finalize export operation

4.1.7 Import Configuration

o PR3 10U SSUWHARIE WAL IR

AWVO.3182.24 100001 10180 10(
.86 4% Assign IP Address(es) [14
788 &  Firmware Update ¢
IEQC 1
1413 2] Identify Device 10
208 £ Configuration Web Page 100
i3.78 190
SEQE, Restart Device(s) 30

[3 Export Configuration
L[} Import Configuration N

This will open a warning advising that passwords and network information are not imported.

Warning X

Note that the following are not imported:

* password
» network

The Import Configuration selection window.
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v 0 Search Exported Files

> ThisPC » Local Disk(C:) » lonConfigTool » Exported Files
= - ﬂ o

[& Open
G

Organize v New folder
. Date modified Type
XML File 149 KB

a Name
o Quick access

Biiin 4 2 10.190.100.42_JON-R2008 8 2019 2-20-02 PMxml
¥ Oownloads # “ Size: 145 KB
o~ Pictures 4 Date modified: 8/8/201% 2:20 PM
B Desktop

Exported Files

MTL Lab

UM - IONConfig

8/8/2019 2:20 PM

TPe XML File

@ OneDrive - IONOL

B This PC
¥ Network
[ DESKTOP-VLU40
8 DEVICE-3264BA °
v
File rumcl 10.190.100.42_ION-R200_8_8 2019 2-20-02 PMxml | [ XML Files ("xmi) v
®

1. Select the file to be imported
2. Ensure proper file is selected, especially if multiple files are available within the folder

3. Click Open to continue the import operation
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Configuration to import Import to device(s) Status
#-[] Device Configurations o Ip Add Versi Waming!
l—] P res £Ean The network and password are not imported
10.190.100.42 6.1.06 I e

Select All Unselect All Refresh [ Import Close

Host: 10.190.100.42 Type: |ON-R200 Version: 6.1.0.6
1. Select all the configuration that you want to import

2. Select the device where the configuration will be imported
3. Click Import to start the import operation

Configuration to import Import to device(s) Status

-] Device Configurations i Waming!
b ddmes Veraon The network and password are not imported
10.190.100.42 6.1.06

Copying configuration to 10.190.100.42 ...

Connection with the device established a
importation done

Rebooting device...

Select All Unselect Al Refresh Close

Host: 10.190.100.42 Type: ION-R200 Version: 6.1.0.6

1. Verify no errors are reported
2. Click Close to end import routine and return to ICT interface
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5 Discovering IONODES devices when your network does not support the
Bonjour Protocol

Some of the more secure enterprise networks filter out the Bonjour protocol as well as other network scan
functions for security reasons. When you initially plug your IONODES device into one of these networks,
although it is set by default to using DHCP and will be attributed an actual network IP address, network
filters might make the device undiscoverable in our IONConfigTool or other IP scanning software. To
remedy this situation and allow a network discovery with our IONConfigTool, it is possible to run a Unicast
scan with some very basic authentication. Here's how to do this...

If your device is already on your network and undiscoverable, head down to Section 2.

5.1 Unicast Discovery Test

For demonstration purposes, we have disabled the Bonjour Discovery in our ION-R200 Secure Display
Station to keep it from being discovered on our network. This can be changed on the Configuration page,
in the Network tab of your IONODES device if you want to run a similar test.

= IO NODES

CONFIGURATION
2

o] Configuration System Network Data Sources On-Screen Displays Views Video Outputs Integration User Management

> NETWORK INTERFACES
2 HOST NAME CONFIGURATION
2 NTP CONFIGURATION
2 HTTP CONFIGURATION
3
2 BONJOUR
9 CLIENT RTSP CONFIGURATION

2 MULTICAST

9 MISCELLANEOUS PORTS

5.1.1 Disable Bonjour protocol
1. Once logged in to your IONODES web user interfacel, head over to the Configuration page
2. Click on the Network tab
3. Click on the Bonjour section to select it

¥ BONJOUR

Search Domain: Jlocal

Il Bonjour Discovery Enabled | | 4

4. Disable the Bonjour protocol and click Save at the bottom of the page
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Now that the Bonjour protocol is disabled. When we run the IONConfigTool, in this example, our ION-R200,
with a known IP of 10.190.100.42, is not discovered.

mber IP Address Type
120-0001 10.190.100.10 ATOMAS-MINI
300-0001 10.190.100.11 ATOMAS-DUAL

700-0002 10.190.100.12  ATOMAS-MICRO-CNCT
410-0002 10.150.100.13  ATOMAS-MICRO-CNCT

200-0002 10.190.100.41 ION-R100S
600-0204 10.190.100.43 ION-E100-HD
200-0004 10.150.100.44 ION-E400-ET
300-4E0C 10.190.100.45 ION-E100

5.2 Unicast Discovery Configuration

5.2.1 Configure Unicast Discovery
1. In the Admin menu item of the IONConfigTool, click on Unicast Discovery.

i®] IONODES - Configuration Tool
(O] g

Admin «| Help ~

”“ Unicast Discovery

Credentials
English v
Q local | < 00:22.CB:00:90:79

This will bring up the Unicast Discovery settings window.

st Discoven 6 e é N
StatAddess: | 10 . 190 . 100 . 30 ||  EndAddess:| 1 , 50 || |
s 1@ B0
|10.190.1oo.3o - 10.190.100.50]6 Remave

Note: The values shown in the graphic are for this specific example. Verify with your network
administrator for your network-specific values
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5.2.2 Configure IP scan range(s)

1. Enter the starting address of the IP range to scan

2. Enter the last address of the IP range to scan

3. Enter the desired ping timeout. This is the time the ICT will wait before attempting to reach the
next device in the IP address range.

4. Check Unicast Discovery Only

5. Click the ADD button to add the IP range to the search criteria. Multiple IP ranges can be added to
a single search

6. This will add the IP range(s) to the search list

7. Close the configuration window

5.2.3 Configure Credentials
Since the IONConfigTool will send a request on all IPs of the IP range, you must enter the proper

authentication credentials of the device being discovered. In the Admin menu item of the IONConfigTool,
click on Credentials

[&] 10NODES - Configuration Tool

Admin = Help -
[] Unicast Discovery Lna
_| Credentials | v | -
English - -
e bl ‘  00:22.CB.00:30:79
.., support Jocal <¢” 00:22.CB:FF FE:01
s NN D.CO.10.0R

By default, the credentials are set to admin / admin as username and password. However, if the credentials
have been previously changed at some point, the new credentials must be entered in the ICT to properly
discover the device. To do this:

1. Enter the desired username & password combination

2. Click OK to save and close the Credentials configuration window
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5.2.4 Refresh device list results

1.

[I8] 1ONODES - Configuration Tool

- Admin ~ Help ~

Device Discovery

«

L
Q, Search Domain
Q local
@ support Jocal

support@ionodes.com
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" Cancel

1ok ]

[] Secured
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In: 0
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In: 2
In: 0
In:2
In: 2
In: 0
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In: 0
In: 0
In: 1
In: 1

lm- 1

a Networks | %, 10.190.0231 (Ethemet)

MAC Address

< 00-22-CB-00-76C4
< 00-07-32-4B-91-8C
P 34C6-91-1A-9B-1E
< 00-22CB-00-72-86
< 00-22-CB-00-77-88
<« 00-22CB-00-4E-0C

Seral Number

R100-3142-5300-0001
R400-3180-3200-0002
R300-3182-8410-0001
E300-7132-0600-0204
E500-3172-0200-0004
E100-7130-5900-4E0C

IP Address Type
10.190.100.40 ION-R100
10.190,100.41 ION-R100S
10.190.100.42 ION-R200
10.190.100.43 ION-E100-HD
10.190.100.44 ION-E400-ET
10.190.100.45 ION-E100
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Simply hit the Refresh button on the IONConfigTool to force a new Unicast scan of the IP range
with proper credentials as outlined in the previous steps
2. Device will now be listed in the discovered device list when present on the same network
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6 Troubleshooting

6.1

Unable to run the lonConfigTool

Make sure you have properly decompressed (unzipped) the contents of the downloaded zipped file
to a selected or default empty directory before running the executable. The application cannot be
run from a temporary folder, as when opening the zipped file from within Windows Explorer.

6.2 Unable to see discovered units

Verify unit has power via PoE or a valid power supply.
Make sure you have connected the device to your network.
Make sure the GREEN LED on the RJ45 connector is lit. If it is not lit, verify the network connectivity

with the network switch.

Before the device can be discovered, the status LED must be lit GREEN as this indicates ready state
of the device.

Since Bonjour Protocol uses multicast, verify with your IT department to ensure your network is
multicast-enabled.

Verify that your firewall settings allow the Bonjour protocol traffic (port 5353)

Refer to section 5 for Unicast discovery.

6.3 Unit is discovered but remains offline

Verify that your network is on the same subnet as the discovered device
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7 Getting Help

You can get help from the IONODES technical support team in many ways:

e By sending an email to support@ionodes.com

e By calling our office during regular work hours at:
o +1(844)696-1060 (Toll Free North America)
o +1(450)696-1060

Our technical support team is trained to support you with installation as well as maintenance of your
IONODES products.
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